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BOOT SECTOR
MALARNE

Lets take a look at it:

' b Boot sector malware spreads by modifying the program
that enables your computer to start up.
Compared to other types of malware, a boot sector virus

1 can be fairly benign - simply room up in memory.
However, a boot sector virus can contain a malicious
payload.

e

When you turn on a computer, the hardware looks for the N W
boot sector p , which is usnally on the hard disk (but "Fmms
can beona CD D"F.?'DorFlasthve}, and runs it. This

program then loads the rest of the operating system into I
n

memory.
‘N
Boot sector malware replaces the original boot sector with its
own, modified version (and usually hides the original somewhere
o else on the hard disk). The next time you start up, the infected
boot sector is used and the malware becomes active.
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Boot sectors are now used by some malware designed to load before
the Eﬂgerahng system in order to conceal its presence (e.g., TDL
roothkit) I |

How to deal with it:

The simplest method to prevent a boot sector viruses is to cha.t&t;ﬂ
the CMOS settings to boot from the local C:\ drive first, rather
frol:]l:]lafrlﬁp Most modern BIOS is already configured to boot from

To combat this b-ehavior, the System BIOS often includes an option
to prevent software from writing to the first sector of any attached

. hard drives; it could thereby protect the Master Boot Record
containing the ition table from being overwritten accidentally,
but not the Volume Boot Records in the bootable partitions.

on the BIOS, attempts to write to the protected sector
may be blocked with or ‘without user interaction. Most BIOSes,
however, will djsplajr a popup message giving the usera chance to
override the setting
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